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Itlstorlcal BMltsroutid of Thnltixi AnslyBlo koH Cogntamleatlon XateXlifionoe 



X. Itttoo^bactlorL 

«. Oonferal . Vben did traffic aa&lyBiM begin? Vbo vas tlw first 
to perfoni traffic analysis and that ifere tbe elrcunstaneest In searcbing 
for tbe answers to these qoestloiui, ve soon realise that traffic analysis is 
in reality a wery aes sitbject beesose it is dependent primarily vpon the 
existence of radio econaaieatlon. Vbe related field of cryptanalyBls is hun- 
dreds of years old— >sritisg8 dating back to the year itT**- «re recorded.^ But 
since radio vas not imreoted tmtil lB95» end not put to eoanon use until after 
the inrentton of tbe raeuna t\d>e in 1906^ traffic analysis and radio cataaixnl- 
cation Intelligence sre still less than y> jears old. 
b. Ittstory of Electrical Cosnsa>ieatloB 

{l) A quick look at tbe history of the deveXopuent of eXectrical 
eoesninlcatlon vllX heXp to give us a badi^drop against shidb we can study cooisttni- 
cation Intelligencers begtxmings end dereXopaent. Morse inrented the first 
practical eleetrleaX telegraph In and Bell Inrented the telephone in 

1876. The theory underlying radio ecooKmleation was established by Maxwell 
and Berts in 1865/ bat not until IS^ did Marconi aexid a nessage/ over a dis- 
tance of 1 3A sdles. Sereral years later, in 1901, he received a nessage in 

^ Sleo 8ijnoineftta*s nanuseript in Latin, written in Panrlo, Italy, 4 July 1U7U, 
Baf. Articles on Cryptography and Cryptanalysis, s p . sAt^ p. 1S7. 

^ As early in 1753/ a latter to the Scots Magaalne In Scotland suggested a 
"pith ball telsgra^* idileh would eonsisi 'of" 'an wire for each letter 

Of the alphabet, ending In a light ball suspended over a piece of paper with the ' 
letter written upon it. As an electric charge cane over the wire, tbe ball 
sould attract the paper, and aesssges could thus be spelled out. Twenty years 
Inter suhh a systen was built in Swltserland, and in eidier countries . Spark 
t^Lapnphs, and telegraphs whidb Indleated letters of tbe alphed>et by eleetto- 
nagsetlc deflection of needles were developed In tbe early X9th century*-— 
ftaeyelcfpedla Britannlea, 1952 edition, Tol. 21, p. 682. 
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BCTriPcnwfllaad cofselfttiag of the letter **8* jUi Morse eode sent across the 
Atlantic fironi Brylwaa ty asslstaixts . Be Toreat in X9(^ Isnrented 'tiie vaouua 
tcdbe^ uhleh mde poasible great aa& reQ^ld adranees in the deseljciocBBent of 
radio* Xn 1909 the practical aide of radio rma dramtleaXly laroiight before 
the pidkllc aben 150O Urea taere eared by the use of radio after the eoHlalon 
|tePMfl>lie and riortda . 

(2) Badlotelei^hy dereloped in the decade ftooi 1910 to 19SO, 
and coBwerelal radio broedeaatlag began in 1920 by the first atatlon^ BlXAf 
Mttalburgh. One of the fSrat radio pragraaa to reaOh the publto tms the nevs 
of the outcooe of the Bardlng*<?0]e eleetton returns in the sene year* Tele- 
printers and ^teletypesritera** started to eoae Into general use about ISS^t 
although foRBS of Sprinting telegra]^" are as old aa Morse's Inrentlon^ since 
Ms first iB>del (printing dots asad dashes) vas a printing Dodel. Telerlsion 
UBS conceived as early as 1920, and experlnental broadcasting began in 1937* 
VrtMpieiiey Modulation (FM) was inrented as recently as 1939* Faeslaille, wtiieh 
is not really a single device, but a whole category of devices, dates beck to 
18^3, when Alexander Bain obtained a British patent covering the principle of 
•toetrted. tnantfwlm of pletur«. Other e«rl, wrte«, l«lede4 Arthur 
Eom in Gennany, Bdouard Belln in France, and sany others . 
e. BLlitary Pae of Bleetrical CoBManicatloa 

(l) ^Qie first use of electrical eosnanlcatlon in ties of war 
was In 10MS U.0. Civil War, when telegraph was used for calling 19 troops of 
the Xhkion amy, and used for the first tlae in a war in the field* Var new 
had travelled so slowly before that tiie that in l8l2. General Andrew Jbckson 
wcm a victory over the British at Bew Orleans two wetiRs after peace had been 



2 
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sesriet 

mAa Hadio tms not put to any practical Military u«e in the field prior 
to Vorld War I, eltbou^ the Britlab erperiaieated with it in the Boer War in 
fltouth Africa in 1899 » first field radio c^pnent la the Whited States 



Any appeared la X903j» aad waa used la Baaeunrers held la Xeatuclcy* Since 

I, 

19C6, the prlaelpal aroles of the world hare had some radio eqalpoent. 

(2) Badio was aooa recognised as a walnahle means of signal eota- 
snaleatlon tar Asrees whose aorements were rapid. In World War I, the British 
s aa t e r ed the war with radio provided to a limited extent for Independent aaetnCxy, 
Aa the mar progressed, the use of radio increased, ead by the end of the war its 
walue had been demonstrated not only to cavalry but also to srlatlon, artillery, 
tanks, and forward Infantry units of the nations on both sldea of the conflict. 

(3) Between World War X and World War XX, there waa a period of 
further steady developsiezit of radio for military use . When World War II began, 
radio was umwersally regarded aa a useful cnmmrolcatlon means in rc^ld-moiving 
coadbat, and moat anleB were well^ewulpped with radio. ICbnre was for the first 
time extenalva use of frequency aodulation, particularly la front-line eomouni- 
cation, and frequencies In the very high range . TaleprJJrter cocmjunicatlon waa 



used for high echelon military comnunleatlon of the principal warring powers, 
mneept for Japan, which was backward in this regard. Radiotelephone waa used 
aatteaslweiy at low echelons and In sohlle operations . 

(^) In the fullovlsg paragraphs, we will survey highlights of 



the history of c o am nilca tloa intelllgenee ftom the standpoint of traffic aaalyals . 
Iteeause they are an Integral part of the same story, crypt analytic dsrvelopneots 
will be discussed also, but in much Isms detail. 






^ MPdwns CcaiMn1catlon. ^jOP=alt.. p. 21.' 

^ Moraa, Hb 4. BJI., la aa article, "Powers and XlmltatKins of Badio Cosmunt- 
gatioo wltbla a Medsm Field Arsor," Slgaal Corps Bulletin. So. 91, July-August 
1936, Be^tated la Articles on dig^analygs. i^BBSS&XS^SSS^ , 



pnihllshed Office of the 
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2, ftrlar to UtarlA Var t (l906-191^) 

*. 1!he first record of radio Istereept fbr iatelUgeree purposes 
£a is 1908 * eben tbe Auatrlana istereepted Itallas radio traffic cm the con- 

K 

tlnent and at sea, and perfomed eryptanaloTBls upon It.'' aSbe Austrisna were 
tianrlng a dispute vitb Italy concemiafii the aztneaatlon by Austria of Bosnia 
and Berzagorlits. In 191 I, the Austrlaas intercepted radio traffic from both 
aides In the dispute hetseen Italy and ^h»y-«tbe first tlae that a neutral 
third party fblloved the sllitary operations of two other nations at a dis- 
tance, aove by senre.^ 

b. Also prior to Vorld Var I, the French aalntslned an organisa- 
tion called the bcuslsse Bareen of 'the Freach General Staff, ihleh folloued 

focrel^ radio traffic (especially German and Italian) for the purpose of derel- 

7 

oping knowledge which could be used in tine of war. 

e. Althoucd^ there Is no rectnd enralisble to this writer of ftrltlsh 
aetlTitles In this field prior to ¥orld ¥ar X, it Is known that aetlwe Inter- 
cept of German Amy and Sawy traffic had begun well before the war. The 
Busslans, Oemans, and Italians spperently were still quite inept is the field 
Of radio Intercept or eoccwnlcatlon Intelligence during this period. 

d. The ttaited States did not begin Its radio intelligence work 
until during ¥crld War X. 

3 . Analysis During World ¥er I (l^4-19lB) 

a. Oepersl comroent . It is of Interest that the tem "traffic 
analysis* does not appear in any of the available writings concerning ccaanonl- 
cstion intelllgcnee actlTltlts prior to or during Vorld War I, but t!:» -teeh- 

i " ’ 

Cylden« Tves« The Centrtbutlon of the Cxyptographic Bureaus In the World 
(BorldWar l), ^«MQiSWy; p7’<5E 

® nicke, Wilhelm F., War Secrets la the Fther, Farts I and 11^ (BEOTIUETBD) -, 

2 , 3 
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itigues m aov regarA m «oaipri«lns traffic aaaljfals imre um& and apolten of 
«• *ir/lf XMclligenee,* "radlogonloBetry* (!•«•» direction flnOiae), *ractlo 
«ork,* *««nXuatlon^* and ali^ly "analgia.* Xt van apperentljr act until 
Vorld Var XX or tihe period preceding it that the term "traffic analTsia" 
appeared. 



h. fhe Alliea 

(l) according to eraiiablje reference docuaente the Brltieh 
and the French apparently vere the firat to put to practical use the tech- 
niques of traffic analyelei both eere using studies of this type in the early 
past of Vorld Var X. Coneemlng the British effort, Flicke tells usi^ 

*Zhe Bngllsh me the first in Varld War X to create a 
technically exact and feat eorlcing aystea of evaluation, a ayetem 
vAieh can m regarded as nodern today. *3>ireetion finding* sta- 
tions were connected with each other and with the central office, 
and laid out here by the aid of silk threads on a great orientation 
asp Which was amant^ horlsontally. In the cipher bureau sat the 
mm Who day and nl|^t deciphered every ineowing Intercepted radio - 
gran* An enomous card file containing all station callsigns which 
bad hitherto i^ppeared In the intercept serwlce, along with all other 
availsble data, and this aade it possible to recognise currently 
the syetesa according to lAdeb callsigns were tibanged in German 
t r af f i c, to reconstruct these, and eiren to tell In advance what 
*.>ni» or that Geman station would have tomorrow or day 
after tomorrow or a week hence, fhe coUSboratlon between direc- 
tion finding, efvaluation, and declplhcrBent was sensible and well- 
orgnnlsed." 

Gylden, a Swedish cods sad cipher expert, writing in ISQl along similar lines 
eoneemlng analysis done in the British Bsvy, sayst^ 

* ecabined analjeis of the Loeation of the atationa sending 
tbe rafllograns, the cal^lgnals (i.e.., callsigns), the amount of 
traffic, and partial ana complete cryptographic solutions, the coop- 
erating radio and eryptanalytlc services succeeding In retry greatly 
facilitating each other *s work and were able to bring the eoamaander 
Of the British Fleet extremely waluable strategic and tactical infor- 
mation.” 



g 

Flleke, War Secrets in the Bther, Parts I and IX (liaamiOtHa)) . p. u8 

^ CFlflen, The Contribution of the Cryptographic Bureaus in the World War 
(woria War i riBBBBaM 
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(2) taxlj la -tbs we, the Ihevaeib. also were xusixtg technics 

which we acer «««oci«te with traffic amXjrei* > weore able to distlnguieh 

the weUxM Oennea raAlo etatlons on tiae hasis of the naOier of xnOlo etatlona 
eedi eoBtacted, and the auratlon of the eetivity of etations, end hy the call- 
• 14 P 9 B . Beeulta ohtaixied were etudled aeainst deciphered radiogresw^ and the 
aetiwity of typea of unite and epecific (Seman units could thua he folloired 
in detail.^ 

(3) the United States entered the war at a eoniparatlvely late 
date, in 1917/ tut for the period of our psxtieipatlon la the war, our Badio 
ZateUldstnce Siih>SeetloB aaOe etitensive use of traffic aaalyBis principles, 
pertlcularly la conjunct Ion with direction finding. As eneny codes heeane 

' wore difficult to solwe, lacreaalne laportance was attached to the Radio 
OonioBastric (dlrectlcu>flxiding) 8errice> Hooroan tells us.^ Another traffic 
analysis technigae, study of neasage wolunes^ was used hy the TJ.3. in studying 
Oemoa high eoHnsad nessages enciphered la a aystem called the *AZVGVX" system, 
ly sating a chart based ppoa the auiiber of such nessages Intercepted, it was 




possible to discover oertaln things shout the tactical situation, and, with 

12 

some degree of assurance, predict what night happen. 

(4) There is very little Inforoatlon concerning eoBBsunlcatlon 
ixctelUgenee sctiwitles of Bossla, Italy, or other Allies In Vorld Var X, 
hut they aztt helieved to hare been United in aec^. 



e* Central ftnrers 

(l) The Gemsns entered World Var X ill-prepared for crypto- 
graphic and cryptaaalytie wort] there was a lack of understanding of both 



“sy 

11 



Xbid., p. 31. Also, yilcks, op. elt. p. 43. 



Moornaa, Trank, Badio 1:^11: 
oudrtexw* Tl nal l^Sori of the 



Section, General Staff, General Bead- 

i MMSWvnei _aj n s e i 

p. 7 



mednan, W.T., CoMsanieatlQBS IntelligsBce ^aaeKSg), a leetore. 
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tiMliMf n& la tb» Socnriees ttere m» m lack of pcanonnel versed la these 

fSalde 9ot the period 1914 to 19l6j the Oeniuo did practically no eca^ 

analeatlo&a aaalyeis of any eortj althooelb they vere cmrly alerted to the 

valnea of eoaaualcatioa latelUsenee daring the Battle of SannexOwerg la 

Aagost 19l4, aliea the BoasianB ased radio exteuilTelx Ihr the trazundsalon 

of aany aeeaagee la the clear j, and the Genoa Co amnad aade Magr of Ite 

ik 

crucial deelalona Vaaed oa the kaovledge thus 91 mA, !Ifa» Genoas cone to 
he anre efficient la this field toeard the end of the war, althcniid^ there la 
no srHdenee that they p er f o rmed Integrated analysis studies of the type carried 
on ty the British and the frencdi. 

(2) She Austrians, as we hare noted, already had a crypt- 
analytic service before the var, and eere thus able to gala almost lanedlate 
eoccesses la this field against the Rosslsas . A succession of cryptographic 
and eonawnlcaticm blunders «a the part of Russians node It possible for the 
Aastrlaaa to knoe Satlante details of the Rosstan*s troop dispositions and 
Intentlcms. Against the Italians, the Asatrians used some of the Methods of 
traffic analysis. Gylden uriteai 

"Boring the freguent changes of call signals aede la the Italian 
Any, the great aojority of the radio stations tried, for purposes of 
•ontrol end check-up, to get la contact with the other radio etatlons, 
both those located near then and those located far ssay. this genre 
rim to the elxeuastance that aany stations ehleh had been silent for 
edHellae betrayed their location. They sere identified by radlogonlo- 
leetry. Ve readily understand the laportance for the Austrian Con* 
iWiid of being able la thin nay to cheek up periodically, at least In 
the aala, oa any changes that might have been aade In t^ grouping of 
the Italians.** 

— 

oyidea, op. elt., p. 17, 43 
^ lUeke, cp. elt., p. S7 ff. 

II 




1. 1_ 
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lAter la World War 1, Italian er^ptograsble ajatei^ tmOerweat vast laprove- 
Mat (probaTil^r as a result of asslstanee fron tbe french), and stibsequent 
restats of the Austrian intercept serrlce eere as a result of teehalques 
other than <ar7ptaaal7sis*>*pro'bahly including direction finding, traffic 
analysis, and espionage 

dna-^Jrsia Between the Wars (l919‘*1939) 
a. general Ccasaaenta . Bevelqpaents in the field of eaannnleation 
tateUlgenee hetseen World War I and World War II vere slov— there vas nat- 
urally a great decline in efforts In this direction- the writer has teen 
Ml* to find no record of radio latereept in connection with the only large 
nllitary actions in the period, the Italiaa*>Sthioplan war In 1935 and the 
Wppudsh Clwll War In 1536. In general, organisations perfonsing analysts or 
cryptographic derelopnent were cut to ainlwiia else and operated tinder dlffi- 
eultlea . It was, however, a period of dewelopnenti In Xurc^, nations fol-' 
lowed each otiber*s nilitary nanewexw and minor akimishes, and In Aneriea 
there were dwvelopaents in the field of cryptography. 

h, United States . She Cipher Bureau (MI-6) in the Military 
Zntelligenee SlTlslon of the War IDepartaient, which had been created on 
10 jUne I9l7f mowed in August 1919 to lev fork City where It continued to 
function tnotil Sowember 1929 & highly secret and well-hidfien signal intel- 

ligence agency of the War Department* Shis group was the **A»erlcaa Black 
Chaslber,* concerning which H.O. Tardley, Its head, wrote » book after it was 
discontinued In 19S29 wfhen the W.B. State Depertment withdrew Its share of 
funds supporting the organisation .16 l!heie was continuous effort in the 

oyiden, p. eo, 81. 

^ She publishing in ISQl of Tardley's bocdc, Uhlcb discussed technlqueo of 
cryptan£[ys3[s'of codes which were still in use, has been genexdlly blained for 
WSirt.ng the tasks of all coaananieatlon Intelligence much more difficult than 
formerly. Its revelation of the solution of Japanese dlp]Umatic messages re- 
lating to the Washington Dlssnsaaent Ccmference of 1929 Is believed many* 
Observers to have led to the Japanese denunciation of the naval limitation treaties 

In 1935. ft 
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♦ownanl cation Intelllgesee flald by the U.S., bomnreTf becauae a separate 
croup la the Military Zntelllcenee DlTlslcm vbich had been ia -Une code 
achqpiletlon business £rt» 19 CI to 19S9 vas transferred to the Office of 
the Chief Signal Officer in 19S9r and «as given both code eonpilaticm and 
eolatloa responsibility. 

Fcr the period 1929 t» 1939^ this sxh^ suffering froni 

Xaeh of sde^oate fUnds^ cqperated «s the Signal Intelligence Service and 
laid a grounftsork for later eotpansion. Flans for tl^ expansion were 
accelerated in the period following the noonting tension In Europe; Inten- 
sive training of selected people In cryptography and cryptanalysis was 
nndertalcem by extension courses, and steps were taiken to Inprove United 
States eryptographie systcnas. 

e. jTranee, Great Britain, and Other CorntrleB . According to 
Flicks, during this period the French had an active Intercept service whose 
focal point was directed toward the observation of foreign annles. !Tbe 
British maintained a ccsqprehensive effort ained at complete coverage in the 
IntematlonaX political field. Xbe Italians, although well equipped from 
a technical standpoint, fell far hehlnd the British, Germans, and French, 
in the field of results . Flicke also asserts that many other countries, 
including Ceechoslcrrakla, Poland, Bnssia, Austria, Hungary, Finland, 
Lithuania, Spain, Tugoslovla, lorvay, Oenmark, Portugal, and Sweden also 
maintained coamunlcatlon intelligence efforts cm a larger or smaller degree, 
the cooperation between various eQad>ination8 of these countries In the 
intelligence field was a tangled web of intrigue and coimter-lntrlgue .^7 

d. Germaag . After Horld Far Z, there was a cutting back of com- 
mnnlcatlon analysis effort in Germany^ but at least a sub rosa continuation 

^ flia», op. clt., p. a02 ff 







REF ID:A67698 

SCCR^ IjIgJJ; 

iB 

of it, Flieke tell* u« . !Cber« ware t«o orsanleatloiui at the tlae^ ozw 
la the Foreign Office earrylBg oat exyptafialysle of fOreie& dlplogoatlc 
efTptograj^e aantemi^ aod the crther« la the Mtolstiry of Jlefexise, crypt- 
eaaiyrslxtg ami evaluating reaulta of foreign ailltary’ radio traffic, fhe 
cngihaBia in the latter group was on the ^evaluating,** vhleh included 
aystematleallyr piecing together xasnerotte tingle phenomena in foreign radio 
traffic fOr the purpoee of getting an over-all picture of the situation 
in the area being observed. 

Beginning in 19 ^ 8 , there were a nuaher of military maneuvers 
which gave the German analysts good experience, in that year, the British 
held Rhineland aaneuversj In 19S9 there were nanexxvera In Csechoslovskta; 
in 1930 and subseq;uent years there were a series of French ailltary and 

19 

air maneuvers which were observed Tsy the Germans . 



e. Jap an. Very little is known eonccaming the effoorts of the 
Japanese in the field of eomnunication intelligence prior to World War IX. 
!They apparently perforaed little original analytical work, Judging by the 

OQ 

writings of Itoahlyidci Tokol, a Japaxmse Sacval cryptanalyst. They solved 
a VJS. Becvy strip cipher in 1938, and succeeded In surreptitiously photo- 
graphing an American diplomatic code in 1933' A Japanese naval officer and 
an aaalstaat came to the United States in late 1937 and travelled all over 
the Bast and West coasts, secretly intercepting UJS. Boval broadcasts and 
piecing together inforaation concerning our Bavy'a ferfOrmanee, morale. 



and training routines. By 1938, the Japanese had intercept stations through* 



^ Flicks, op. clt., p. 166 

Flieke, ibid., p. 191 

^ Tofcol, Toshiyukl, !Ztae Jax 
by BBAr-lfl as BF-304. 



>se Terwlon of the Black Chaatoer. published 



10 
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out their ¥»eifle Ocean, area« an4 after etudylng annual U.S. Anral 

mnaema^B, TMtaoi rajports that *lt vaa poaalble to obtain fairly accurate 
«BStlaatee of moeaagr eonAltions by the uae of the trlreXeas Alrection'«fin&lng 
^p]paratna aaS by learning the eaeay^s ccaamnl cation coxuLltion even though 
the cneny codes could not be read* It vas learned that this vas very ad- 
vantageous atttn naklng ea eetlnate of battle plans.” 

5 . Analysis During Vorld Var II (1939>I^$) 

a. Gwaeral Coements . I>urlng World Var H thesre acre a'nosiber of 
draaetle Incidents ahleh bad behind then aceosipllshBents by the cryptanalytie 
bureans of the asrrlng nations— Xaaaaoto vas shot down; the Battle of Coral 
•ea was brouefht to a successful conclusion largely as a result of successful 
trnlted States cryptanalysis of a Japanese laaal Code; ttiroaghout the war 
the Allies acre successfully exploiting Genuan cryptographic systenis . On 
the other bandit the Gemans mere successfully reading nany Allied systems, 
whleb, fur connple, accounted for Bcsnel’a Initial successes In SOrth African 
battles, Sdhlnd sU these successes, howevisr, traffic analysis vas playing 
Its part In a very valuable say by providing a steady f lov of intelligence 
infosmiation throughout the var ehen successful cryptanalysis vas not possible, 
and by providing a fraaewark vlthln vhlch decrypted aessages could be Inter- 
preted vb«s cryptanalysis vas successful, l!he lagportance of eomBunlcation 
Ixctelllgence in World Var XX Is probably best sumaarlsed by the following 
atateaent vhiab appears la the Beport of the Pearl Barber Investigating Com- 
adtee of the 79th V.8. Cangress: 

*A11 vitnesses faaAllar with eosmnnleatlon Intelligence mt- 
erlal tbrougbout the var have testified that It contributed enor- 
noosly to defeat of the eneay, greatly shortened the var, and 
saved sany Idaousands of lives.* 



U 
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h. tfalted Btatea . 

{l) Surloet tihe aarXy paH; at the World Var II, the cK)imnuxil<- 
eation inteUl^oee organlsatlcm of the United States War Bepartaent under- 



went a aexdes of changes In designation, hat tar the last two yeara of the 
war. It was called the Signal Sceurl^ Agency* On 15 Septeafljer 19*^5^ It he- 
eaioe the Amgr Security Agency, and woe detached froa the Signal Corps, and. 
estahllshed as a separate organisation under the assistant of Chief of Staff, 
a-£. During the Var, the United States Bevy aaintained a separate coogBscmi- 
eatlon Intelli^nee organlsationj called CP-20-G,wtdeh cooperated with the 
Aray organisation. The Aray Security Agency had the assignment of producing 
cottBUnicatlon Intelligence of both eneoy ground forces and enengr air forces! 
OP-20>U had the alsslon of producing coonunication intelligence of eaoeny 



BSral forces. 

(2) The United States and Great Britain cooperated in the 
coeaamicatioas Intelligence field throughout the var* As a result of agree- 
Mnts Bade during 19^2, the United States accepted prlnary responsibility 
far prodncing Intelligence concerning the Japanese in ttw Baelfie Theater and 
Great Britain had aa its prlnary xesponsihility to produce Intelligence con- 
cerning the Germans and others in the Buropean Theater- This division of 

/ 

effort applied to all the atlltary servlceB, and to both eryptanalytie and 
traffic analytic effort. Intercept coverage was split roughly along the 
sane lines, but both ourselves and the British provided supporting cover and 
lhalted analysis In the other's sphere of responsibility. 

(3) A great deal of etweess was achieved against the Japanese 
in all phases of the eommunlcation Intelligence ctffortj Japanese arny, air 
force, wid naval codes yielded to cryptanalysis, and traffic analysis provided 
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a continuing picture of the Japanese radio nets. Field processing centers 
located in Australia and India vorhed on the Japanese asraij and air fcnree 
pSTohlea, hut the naaln effort vas in Vashington. The sain effort on the 
Japanese nenral problem vas in a field center in Hsvall. Other supporting 
asnral field centers vere located in Australia and Cejlon^ and specialised 
technical research vas carried on in tfashington. 

(^) In the first pear of the var, the XTnited States studied 
German communicatiozis, hut after B&USA (Britlsh-United States) agreesents 
in the field vere reached^ the primary effort vas carried on in England, 
e. Great Britain and British Comnoiiwealth 

(1) The British caamunlcatlon intelligence organisation vas 
called Government Code and CtjfbBr Scnool (G.C > 8 C .S.) during World War II. 

As intimated in the previous paragraphs^ the British anslysed the German*# 
eonmuileatlona^ and also those of the Italians^ achlerlng great success 
hoth from a traffic analytic and a crjiptaDalytlc standpoint. The fact 
that the British had continued intercept efforts in the period hetseen the 
tvD vers enabled them to change quickly to a vartime footing with a minimum 
of vested effort, in addition to vork on the two major enemy targets the 
British intercepted and analysed the radio traffic of many other !Buropean 
nations. 

(2) Australia and Canada had fairly large comtaml cation Intel- 
ligence organisations daring World War II, hoth of vhich vere directed pri- 
marily at the Japanese problem in the Far Bast, and vhich vorked very closely 
vlth the tinited States . 

d. Russia 

(1) Little information is avallahle concerning the operations 
of the cmammicatlon infcelllgenee organisation of the Soviet thuioa during 
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VaelA Var Zl, %nt It Is esrtaln that its sfflBlexic3r vastly lagpirovefl. since 

Vorld Var X. fllelDe;, speaklBg fron ilu» viewpoint of the flefaated Germans, 

vawfeured the cq^lnion that the Bosalans lost the radio Intelligence phase of 

litorld Var X, Imt that they won it la World Var IX Suey bad taken tremendous 

strides In the field of eaaaaonleatlott security slnee Ihelr World War Z errors, 

and on the basis of afaliable doecosents. It can he assajsed that by the ties of 

World War XX they sot only possessed hnotrledge of advanced eryptaztalytle tech- 

’ S2 

nlGoes, hut also were well aware of and used traffic aaalysls potentialities* 

(fi) yilefce reports that from the spring of 1^2 an, the Busslans 
more extremely well Inforaed about the German eoabat strength, intentlona, and 
all phases Of their battle order. Alihou^b suOh of the infOriBatlon probably 
caac from paortlsans, some froai prisoners of var, and some from agents, there 
was ao <piestlon la his mind but that the Xtusaians must hate succeeded in reading 
Garman ciphers* 

a 

(3) A partial picture of the Busslan Intercept service in the 
early part of World War XX is given by an interrogation of the fonaer operations 
Officer of the Soviet flaead kitereept station,^^ in Minsk a Sergei Grigorlvish, 
Who was captured by the Cemana in early 1942. At that tine, the Rossian Amy 
had a series of fixed stations in the Far Bast and West, as veil as a nonber of 
intercept battalions attached to Military Districts in the Western T3SSR. Pre- 
•unably the Biaevy and Police also had their separate intercept services eoid 
intercept stations . Assignments verc passed cm to the intercept operators to- 
gether vith such information as vas necessary to cover targets effielentlyi 

* yiickft. War Secrets in the Bthei' , Part III, p. 492 (rough draft) 

^ partiealarly valuable in this respect is a Soviet-prepared Manual For the 
Jbmilysls and Otlllaatlon of Radio Intelligence Material, (Mosc{»r,*T^EE!3Gich la 
mioar^ Qutilhes"~thie Sov^ approach to traffic' 'analysis . 

^ A fixed atation is one la permanent q[UBrterB, not designed for a aohile 

OpCdWticmT 

l4 
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According to the Interrogce, no «a&Ij«lc vbs ccrrleA on at the station. 
CoragiartMntatlon of peraomael vas carried to axtreaes^-the operation of 
tlie intercept units vas apparently fairly efficient, althou£^ the pewpl* 
at the station had so knotfledge regarding the ^gree of success ns various 
prOblena . At Hoseov, eootmmlcatlon intelligence isas carried out in the 
Xtttelllgenee Section of the Steeples* Ccanissarlat of lational Defense (BKO), 
lAich consisted of a nuaftter of aepaxate evaluation sections. 

a. Other Allies . Although It is almost certain that onny of the 
other Allies such as france and Xorvay vere also In the eomminleation Intel- 
ligence game, there is no Infozmtlcm avallahle to this writer concerning 
their operations, 

f . gemaagr 

(l) During World War II, the Geraans placed great reliance 
upon radio intelligence as a priaa source of operational intelXigoace , Con- 
trary to Allied practice, the Gensans appear to henre concentrated on low 
level radio nets for their ciyptanalytic and traffic analysis studies . As a 

result, their tactical Intelligence effort benefited, hut their strategic 

25 

intelligence effort suffered. The Geraans elaln to have been particularly 
euccessfai in their traffic analysis of Americem, British, and Italian cois- 
annleations, but as the war progressed, they had Increasing difficulties 
against the Soviets In getting a clear picture of the radio situation.^ 



Allied air coianmieatlotui proved especially vulnerable. 

(2) The Importance Which the Geraans attached to traffic analysis 
can be appreciated by considering statemefsts made by several Genaan prisoner’s of 



!Xhe Russian T Service 



|,IV-62, published by CSQAB-lU, 29 Sept 4?. 
[ B BgraiCTBPK p. 27 



fllcke, op. elt., p. 359,M^3;«a»o BXCEKPTS m(M GERffiOf TICOM BEPOBTS OS 
TRATflC AlAlisiS, (TOD GHgllig ; ), p. 1 

^ nC g K PTS 7RGH GSBHKH TICOH DQCUMEBTS CQHCERSX8G lAPABESE AHD GCRMAH T/A”,p.Ifr 

. 15 . _ 
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SECR E T 

JtiDLt "Anotbcr tiqportaat «ucces8, as far as ana3;yBi8 of 
sdlltarsr traffic vas eoncerscA, vas worlclBg out tbe AUled carder 
of tattle . Uhls information wb particularly iiqportant for a 
kocwledge of the altoatlon in BaglanA prior to O-X^ay, aa& vas 
obtained mainly front traffic analysis .* 

XDSHlG: an expert on Allied Air Order of Battle: *It can te 
stated that no attack of the 8th Air force eaxaa as a sturprlae » 

General advanced warning vere given some hours before the raids .** 

’SRkBCKtz '^All squadrons and groups in these commands (the XX, 

XIX, and XXIX Tactical Air Commands) had fixed callsigns. These 
callsigns vere knovn vitbout exception from our observation and 
from captxxred material. From this, ve could say on every raid 
vbat xinit and the type or types of plazuss In the formations vere 
on the vay.* 

(3) In the vrltlngs of German authorities on eoamunieatlon 
Intelligence, the statement Is made that ixurnally German intelligence from 

ly 

this source accurately appraised the sltimitlon, but that paztieula:^ toward 
the end of the war,* Hitler consistently refused to heed its vramlng, b\xt 
preferred to trust to his own intuitive hunches as to what the true situation 
mas.®® 

(4) As an Indication of the scope of German comaunlcation 
tetelltgenee, it is reported that in 19^5 tA the end of the var there vere 
12,000 persons engaged in the effort in the German Azmy alone 

g. Italy . Information coneernlng the Italian int^cept and analysis 
effort is lacking. By inference, hoverver, ve can surmise that the Italians 
vere not overly-skllled in the art of eomnonicatlon Intelllgettce, since they 

4 

made a very poor showing In their campaign against the Greeks In 19^1, using 
the same cosaaonleations data they had used In the previous year in their 
iBsneumrs, and their radio nets could be .easily folloved, yielding aocb intel» 

llgence.®® 



Praun, German Radio Intelligence, -e€BB PIDEHTIAS^ p. 112; 

ibid, p, l6l 

FUcke, ofp. cit., p» 359 (unpublished rou^^draft). 
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(1) Aeeordlxij; to Flielae, Just prior to tbolr Jol&lns fbrees 
vltli Germany against the Allies^ the Japanese Asibassau&or to Oenaany, Oshlaa, 
aoueftit and received cos^lete cooperation vith the Germans in the field of 
cryptanalysis (presumably Including all phases of radio intelligence), as 
one of Idle conditions for entering the var on the side of Germany and Italy 
against the United States, Great Britain, and the letber lands 

(2) She performance of tlie Japanese in the field of eoomiuni> 

eation intelligence vas only fslrj tihey had much diffleiaty in their attesqpts 

to read our cryptographic syatems , Interrogation of several Japanese Baval 

Intelligence officers revealed details concerning the comounication intelligence 

32 

effort, particularly traffic analysia . The center of activity was at 
Ovada, Japan, vhere Allied transmissions vere intercepted, 90 pled, and analyzed 
by areas . Traffic analysis vaa used in conjunction vith directloR finding 
to produce intelligence; particular attention vas paid to peaks in traffic 
volume as representing a "crisis,* althou^ the Japanese could art necessarily 
tell vbere the crisis mould materialise. 

( 3 ) From a TICGM report based on other Interrogation of 
Japanese prisoners of var, ve read: 

*The Japanese Amy had great difficulty in obtaining operational 
Intelllgenee due to its failure to break enemy codes and to lack of 
systematic research, .. .In order to cope vith this situation, the Amy 
as a counter-measure iresorted to the evaluation of intelligence by 
means of traffic analysis beginning l*ORtob«r 19Wt,"33 

^ Flleke, op, clt. p. 456 ff 

^ Interrogation So. 431 (igMTMPg l HI> ) and Bo. 808 of the Japanese Intelligence 
Section, G-2, USSB5, dated 20 Bovenber 1945. Cited in "Enemy Traffic Analysis," 
article in July 1946 issure of Security Bulletin, published by U.S. Chief of 
laval Operations. 

33*gxeerpts fromi Tleom Documents concerning Japanese and German Traffic Ana- 
lysis", (flBOBBT f , p, 10 



g^eral Cccaaenta . !t!he pesrlod since the close of World War XI 
has heen aiarhed hy a continuation of alaost follHicale cosenanleation intel- 
ligence efforts hy principal nations of the eorldy in contrast to the period 
between Vorl^ tfar X and World War IX when activities in this field vere 
greatly dlainlehed. The coatlnoal world tension, and the tihited Ifations 
police action in Korea beginning In 19^0 vere motivating factors. 

b. United States . Several reorganizations have been the most 
slgnlfleant developments in cnmmuuieatiotL intelligence in tlie United States. 
Whereas there had been separate organizations for the Arxqr and the Havg (Army 
Sceurity Agency and 0P-20-Q, respectively), the Air Force officially entered 
the communication lntelllgeix;e and security field vlth the formation of the 

Air Force Sectirity Service in . Anost simultaneously, in May 19*^9» the 

Secretary of Uefexsse (in the trend toward unification of the services) 
authorized the formation of the Anaed Xbrces 3ecrg*lty Agency (AF3A) , The 
basic directive states that the Afined Forces Security Agency was established 
in order to provide ftor the placing taader one authority the conduct of ccanoainl- 
eation intelligence and comBunieatlon security activities vlthin the Bational 
Military Establishment, except those Which are to be conducted individually 
by the Departments of the Army, Eavy, and Air Force .laiter in October 1952, 

AFSA became the Rational Security Agency (NSA), which had broad x^ers over 
mil phases of comBunleatlon intelligence activities carried on by the U.S. 

The three separate service organizations continued to exist, with their 
activities being generally integrated and delineated by WSA, 





Pt 86-36/50 use 3605 ID : A67 6 9 8 

po 30(h)(2) 

At thtt close of World War II, the United States gradually re- 
orientated Its efforts in the COHIBf field toward Soviet Hussle and the 
CoDoaunlst hlock of natioiis. The wajor field of study has been the Russian 
prbblen, with efforts also being directed at Cosaaunlet China, the Greek 
OuerUlas, Xorth Korea, Tugoalavla, and certain other nations. 

!!lhe United Hatlons police action la Korea from 1$!50 to 1^3 was 
a fertile field for eoBaaonieetlan intelligence. The U.8. was quite sue- 
eeesfhl egatnat the CosKBunlst China and TprXii Korean opponents, particularly 
in lonr level radiotelephone intercept from forward positions. In the air 
phase of the action, radio IntelUgeaee also played an Ingpoortant role. Mshy 
eonwandera Who had prerlously been skeptical of the value of COHIBT bee suae 
convinced of its value through experience, and at tbe saae tlae realised 
■ore clearly the isgiartance of ccnounleatlon eecurlty. 

C. Great Britain and the British Commonwealth . The British and 
Canadians, particularly, continued to cooperate with the United States in 
the ecBaamlcation Intelligence field. In the interests of econozay and 

Other developgnents during this period in the British 
organisation, now called Govemaent Coiaaunlcatlon Headquarters (GCBiQ), 
and in the Canadian organisation, cations Branch, Hatlonal Beaaarch 

Council (CBSSC ) , have paralleled United States developments . 

d. Russia . Our knowledge of developanents in the consunication 
intelUgenee field in the Soviet Union since World War XX is very sketchy. 
Krcmi isolated scraps of Infomatlon, hewever. It can be stated that an 
extremely efficient argaaisation continued to be active in the field of 
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radio iatercapt, and that fairly finished analyBls vas beine carried on at 
field centers for the hcaefit of iB5?ortant local couaspnders, vlth copies 
of these reports heint£ transaitted or couriered to higher intelligence 
headg;uarters . *t*he Scnrlets continued to nalx active use of radio direction 
finding in locating radio transmitters of others. 

details are not lEnovn^ hut It Is suspected as lihely that 
close cooperation has existed between intercept services of Satellite nations 
and the services of Russia. 

e. other countries . It is knenm that active intercept and analysis 
organizations functioned after the whr in a number of other European countries, 
including Trance^ Italy, West Ocraany, Sweden, and Iforway. 

f . Concluding remarks . The history of comaiunleation Intelligence 
continues to be written, and as future events unfold, it will continue to 
play the la^wrtant role of furnishing heird-to-get intelligence which can 
assist our nation *s leaders In the formulation of policies and in future 
sdlitary actions. Althoush comunleatlon intelligence has perhaps h'^.d its 
most dramatic moments in times of war, it can and has contributed soich to 
the prevention of • war, and should not be thought of primarily as a war-time 
activity. 
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